
Pegasus Protects
Star t  Secure .  Stay Secure .

The security of your account begins at login.
Strengthening your credentials and enabling additional
layers of protection helps safeguard your information from
unauthorized access.

Your login credentials are the first line of defense against
fraud. Weak or reused passwords make it easier for
fraudsters to gain access.

Why Account Security Matters

STRENGTHEN YOUR PASSWORDS
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Make them long
Passwords should be at least 16 characters.

Make them random
Making passwords more complex increases the
difficulty of attacks that rely on brute force or
educated guessing.  

Use a random string of mixed-case letters,
numbers and symbols. For example:

m@nBrt&7*8aa60$D

Don’t use personal names, dates, repeated
characters, or sequences. 

pegasusbank1

Make them unique
Use a different strong password for each
account.

For example:
Bank: k8dfh8c@Pfv0gB2
Social media account: e246gs%mFs#3tv6
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Multifactor
Authentication
Multi-factor authentication
(MFA) adds an extra layer of
protection by verifying your
identity in more than one
way when you sign in—such
as entering a code sent to
your phone or created by an
authenticator app. This
additional step makes a big
difference in keeping your
accounts secure. Even if
someone manages to obtain
your password, they still
won’t be able to access your
account without completing
the second verification.

Password Managers
A password manager is a
convenient tool that helps
create, store, and
automatically enter your
passwords across websites and
apps. It can flag weak or
duplicated passwords and
generate stronger, more
secure ones for you. By
securely saving your login
details and filling them in
when needed, it makes
managing multiple accounts
both safer and easier.

Beware of imposters! Pegasus
Bank will never initiate a call
to you and ask you for the
one-time code that was just
sent to your device.
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