Pegasus Protects- October

In today’s digital world, safeguarding your financial informationis more critical than every. Cyberattacks
are on the rise, and protecting your personal data while banking online is a top priority. We will be
highlighting the eseential tips and practices to help you stay safe and securie in the digital financial
space.

1. Strong passwords are your first line of defense.
Ensure that your passwords are strong and unique. Use a combination of letters (upper and
lowercase), numbers, and special characters. Avoid using easily guessable information such as
birthdates or common words. We recommend updating your passwords often (every 4 months),
and not reusing the same password across multiple accounts.

2. Enable Two-Factor Authentication (2FA)
Two factor authentication adds an estra layer of protection to your online accounts.By requiring
not onlya password but also a second form of verification (such as a code sent to your mobile
dvice), you greatly reduce the risk of unauthorized access.

3. Be Wary of Phishing Attacks
Cybercriminals often attempt to steal your information thorugh phishing attachs, where
fraudulent emails or messages appear to be from reputable source.s Always double check the
sender’s email address and avoid clicking on suspicious links or downloading attachments. When
in doubt, directly contact the person you want to reach on a previously used phone number or
email address.

4. Monitor Your Accounts Regularly
Make it a habit to regularly review your bank statements and transaction history for any
unauthorized or suspicious activity. Many banks offer instant transaction alerts through their
apps which can notify you of any charges immediately. Early detection of fraudulent activity can
help mitigate damage.

5. Use Secure Networks
When accessing your bank accounts or making financial transactions online, always use a secure
Wi-Fi connection. Avoid using public Wi-Fi for banking or shopping as these networks are more
vulnerable to attacks. For added protection, consider using a Virtual Private Network (VPN) to
encrypt your internet connection.

6. Keep your Software Updated
Ensure your devices are running the latest versions of operating systems, apps, and antivirus
software. Security updates often fix vulnerabilities that could be exploited by cybercriminals.
Enable automatic updates to stay protected without the need for constant manual intervention.

7. Be cautions with Mobile Banking
Mobile banking apps offer convenience but can also pose risk. Only download apps from official
app stores and check app permissions carefully. Avoid granting unnecessary access to sensitive
data like your location or contacts.

8. Beware of Financial Scams
Cybercriminals often use various tactics to steal financial information. Here are some of the
most common scams:
- Phishing Scams:



Phishing emails or messages are designed to look like they come from reputable companies.
They ask you to click on a link, provide personal information, or download and attachment.
Always verify any request that asks for sensitive information by contacting the organization
directly.

Smishing (SMS Phishing)

Smishing uses text messages to trick you into clicking a link or sharing sensitive details.
These texts may claim to be from your bank, saying there is an issue with your account.
Avoid clicking on the links from unknown senders and verify any financial communication
independently.

Vishing (voice Phishing)

In vishing scams, cybercriminals call pretending to be from your bank or a government
agency, urging you to provide personal information. Never give out sensitive information
over the phone unless you’re certain about the caller’s identity.

Impersonation Scams

Scammers may impersonate a financial institution, sending fake emails or setting up look-
alike websites. They ask you to log in and provide account details. Always double-check the
URL before entering any personal information and be cautious of urgent or threatening
messages.

Investment Scams

These scams promise high returns on investment but are designed to steal your money. Be
wary of unsolicited investment offers, especially those that guarantee high or fast returns.
Always research before making any investment decisions.

Ransomware

Ransomware si malicious software that locks your files or devices, demanding a ransom
payment for access. Avoid downloading attachments or clicking on suspicious links, and
regularly back up important files to avoid becoming a victim.

Backup Important Financial Data

Although much of your financial information is stored online, maintaining offline backups of
important documents can help in case of a cyber incident. Store backups in a secure location
both digitally with encryption and physically with a lock.



